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Phishing = con artist 
•  Phishing is an attempt to criminally and fraudulently 

acquire sensitive information, such as usernames, 
passwords and credit card details, by masquerading as a 
trustworthy entity in an electronic communication  
–  PayPal, eBay and online banks are common targets 

•  Phishing can be done using email, phone, texting, 
Instant Messaging or even snail mail 

•  Phishing is an example of social engineering techniques 
used to fool users 

“You won't find a solution by saying there is no problem.”  
- William Rostler 
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History of Phishing 
•  Phishing is a term for Cons that use 

technology 
– Example: The Sting (1973 Best Picture) 

•  A phishing technique using the internet 
was described in detail as early as 1987 

•  First recorded use of the term "phishing" 
was made in 1996 by AOL 

•  Traditional phishing attacks are sent to 
millions in hopes of luring some victims
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Early Phishing focused on AOL 
•  A phisher would pose as an AOL staff member and 

send an instant message to a potential victim, asking 
him to reveal their password  
– The message might include imperatives like "verify your 

account" or "confirm billing information”  
•  Once the victim had revealed the password, the 

attacker could access and use the victim's account 
•  Phishing became so prevalent on AOL that they 

added a line on all instant messages stating: “No one 
working at AOL will ask for your password or 
billing information” 
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From AOL to financial institutions 
•  The first known direct attempts against a payment system 

was June 2001 against E-gold.com  

•  The second attempt was a "post-9/11 ID check" shortly after 
the September 11 attacks on the World Trade Center  

•  The first such examples were sent indiscriminately in the 
expectation that some would be received by customers of a 
given bank or service 

•  Purpose is to con a person into giving enough personal 
information to allow access to a personal account 
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Early eMail Phishing Example  
FROM THE DESK OF THE DIRECTOR. 
AUDITING AND ACCOUNTING SECTION,  
TEL:+22508534917 
E-MAIL: drjcpabou@yahoo.com 
BIAO BANK ABIDJAN COTE D'IVOIRE, WEST AFRICA.  
  
I am the director in charge of Auditing and Accounting section of BIAO BANK ABIDJAN 
COTE D'IVOIRE west Africa.  I crave your indulgence as i contact you in such a surprising 
manner. But I respectfully insist you read this letter carefully as I am optimistic it will open doors 
for unimaginable financial rewards for both of us. 
  
In my department I discovered an abandoned sum of Ten Million Five Hundred Thousand US 
dollars (US$10.5m) in account that belongs to one of our foreign customers (Mrs Joyce Lake An 
america) who died Eight years ago in 2000 a plane crash with the whole passengers aboard Nb;in 
other for you to believe me honestly go through this (Website ) before you start with me Below is 
the information need 
Your bank name, your Name, Your private telephone and fax number, Your Home Address and 
Occupation 

Obvious problems – spelling mistakes, grammar, etc.,   
However, Many are almost impossible to differentiate 
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The Rise of Spear-Phishing 
•  Phishers now determine which banks potential victims use, 

and target bogus e-mails accordingly 
–  These message contain names of banks and their staff  
–  Two groups of criminals have stolen data from an estimated 

15,000 victims over the past 15 months, using targeted e-mail 
attacks, according to researchers at VeriSign 

–  This is referred to as Spear-Phishing 
•  Recent phishing attacks have been directed specifically at 

senior executives and other high profile targets within 
businesses.   
–  This has been referred to as “whaling” 
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Spear-Phishing email example 
Disguised as an 

official e-mail 
from a bank 

They have your 
name, email and 
bank name. 

The sender is 
attempting to trick 
the recipient into 
revealing secure 
information by 
"confirming" it at 
the phisher's 
website  

The label on the link 
looks like the 
TrustedBank URL 

Actual link is the 
phishers site 

Dear YOURNAME 
 
We have recieived notice that you recently attempted to withdraw the following 
amount from your checking account while in another country: $135.25 
 
If this information is not correct, someone unknown may have access to your account.  
As a safety measure, please visit our web site via the link below to verify your 
personal information. 
 
http://www.trustedbank.com/general/custverifyinfo.asp 
 
Once you have done this, our fraud department will work to resolve this discrepency.  
We are happy you have chosen us to do business with. 
 
Thank you, 
TrustedBank 

Note the misspelling of the words received and 
discrepancy is no longer common 
These spoofs have also come from the IRS and Courts 
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Phishing Social Network Sites  

•  Social networking sites are also a target of phishing, 
since the personal details in such sites can be used in 
identity theft 

•  In late 2006 a computer worm took over pages on 
MySpace and altered links to direct surfers to 
websites designed to steal login details 
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Link Manipulation  
•  Deception to make a link in an e-mail appear to belong to 

the spoofed organization and the spoofed website it leads to 
•  Misspelled URLs or the use of sub domains: 

–  http://www.yourbank.example.com/ 
–  http://www.yurbanx.com/ 

•  Another common trick is to make the anchor text for a link 
appear to be valid, when the link actually goes to the 
phishers' site. For Example: 
–  the label on the link looks like the URL http://www.yourbank.com  
–  but the actual link is <href=”http://www.badguy.net"> 

NEVER click on a link, even if it looks real 
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eBay Link Manipulation Example  

Clues: 
• Spelling mistakes in 
the e-mail (Not as 
common as before) 
• Disgused Links 

• An IP address in 
the link (When Cursor 
is over link)  

• Threat of 
consequences 
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Vishing: Phone Phishing  

•  Messages that claimed to be from your bank told 
users to dial a phone number regarding problems 
with their bank accounts 

•  Once the phone number (owned by the phisher, and 
provided by a Voice over IP service) was dialed, 
prompts told users to enter their account numbers 
and PIN  

•  Vishing (voice phishing) sometimes uses fake caller-
ID data to give the appearance that calls come from 
a trusted organization 
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Social Engineering Phishing  
•  Social engineering techniques are based on specific 

attributes of human decision-making known as cognitive 
biases  

•  These biases are exploited in various combinations to create 
attack techniques, some of which are listed here: 
–  Pretexting is the act of creating and using an invented scenario to 

persuade a target to release information or perform an action  
–  Use of known information (date of birth, Social Security Number, 

last bill amount) to establish legitimacy in the mind of the target  
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Snail Mail Phishing 
•  Companies have received official looking letters 

requesting fees 
•  Example:  

– A letter from the "Compliance Annual Minutes Board" 
asking for an "annual fee" of $150 

–  It is not from the State of California and it is not 
required to be filed  

– The letter is official looking and is confusingly similar 
to the layout of the Statement of Information that must 
be filed each year 

Actual form on next slide 



Correct Information 
Form is similar to other Gov’t forms 

2nd page contains many warnings…  

Always a clue. 

Official Looking Seal 

Return Address Label 
Not a Government Document 
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Know the Laws 
•  No court subpoenas or served papers via email 
•  No financial institution will ask for your pin or 

password 
•  Be Aware 

– Be sensitive to anyone asking for any personal 
information   

– Before you provide any information, ask yourself 
“why do they need this information”   

– Be especially careful, if they call/contact you – how 
do you know the person is who they say they are? – 

•  If you’re not sure, call them back 
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Information Security 
•  These cons are 

– Coming faster 
– Getting harder to detect 

•  Make sure that you are always 100% sure 
who you are communicating with 

“Be afraid. Be very afraid.”  
- The Fly (985) Geena Davis (as Veronica Quaife). 
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Glossary 
•  Phishing 

–  To criminally and fraudulently acquire sensitive information, 
such as usernames, passwords and credit card details, by 
masquerading as a trustworthy entity in an electronic 
communication.  

•  Vishing:  
–  The criminal practice of using social engineering and Voice 

over IP (VoIP) to gain access to private personal and financial 
information from the public for the purpose of financial 
reward.  

•  Spim: 
–  A type of spam targeting users of instant messaging (IM) 

services. 

 


